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1. INTRODUCTION

1.1 This Acceptable Usage Policy outlines the expectations and responsibilities for external users who are granted access to BEST internet services, systems, or digital resources. The purpose of this policy is to ensure that all external access is secure, lawful, and aligned with the organisation’s operational and security standards.

2. POLICY STATEMENT

2.1 BEST provides limited internet and system access to external users for specific business purposes. All external users must use these resources in a responsible, ethical, and secure manner. Any misuse may result in immediate revocation of access and potential legal or contractual consequences.

3. SCOPE

3.1 This policy applies to all non-employees, including contractors, consultants, vendors, temporary workers, and other third parties who are granted access to BEST digital infrastructure, whether on-site or remotely.


4. DEFINITIONS

· External User: Any individual who is not a direct employee of BEST but is authorised to access its systems or network.
· Internet Usage: Accessing websites, email, cloud services and other online resources via the company’s network or devices. 
· Acceptable Use: Use that is aligned with business objectives, complies with legal and ethical standards, and does not compromise the organisations systems or reputation. 
· Unacceptable Use: Activities such as accessing inappropriate content, downloading unauthorised software, engaging in illegal activities, or using company resources for personal gain.
· Digital Resources: Include computers, mobile devices, software, email systems, cloud storage, and any other technology provided by the company.  

5. ACCEPTABLE USE 

5.1 External users are permitted to use BEST digital resources only for the purposes explicitly agreed upon in their contract or engagement. Acceptable use includes:

· Accessing systems or data necessary to undertake study, training or employment commitments.
· Communicating with authorised company personnel.
· Using company-approved tools and platforms for collaboration.
· Following all relevant security protocols and confidentiality agreements.

6. UNACCEPTABLE USE

6.1 The following activities are strictly prohibited for external users:

· Accessing or attempting to access systems or data beyond the scope of authorisation.
· Sharing login credentials or allowing unauthorised individuals to use company systems.
· Downloading, installing, or using unapproved software or tools.
· Engaging in any activity that could compromise the security or integrity of company systems.
· Using company resources for personal, political, or commercial gain.
· Transmitting offensive, illegal, or inappropriate content.

7. POLICY GOVERNANCE

7.1 The governance of this policy is managed by BEST Leadership team. Responsibilities include:

· Defining and reviewing access permissions for external users.
· Ensuring external users are informed of and agree to this policy before access is granted.
· Monitoring usage and investigating any suspected violations.
· Revoking access immediately in the event of a breach or upon completion of the engagement.

7.2 All users are required to acknowledge that they have read, understood, and agreed to comply with this policy. 
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